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Introduction

The development and dissemination of useful trading practice
guidelines are key priorities of the Foreign Exchange Committee.
With the distribution of these new Guidelines, the Committee
seeks to:

m provide all participants in the wholesale foreign exchange
community (individuals and firms, intermediaries, and end
users) with a common set of best practices that will assist
them in conducting their business activities,

m promote discussions about practices that further market
efficiencies and transparencies,

®  highlight pertinent issues meant to facilitate informed decision
making, and

m refer the global community to useful research materials and
related initiatives of the Foreign Exchange Committee.’

The Committee published its first version of the Guidelines
in 1979. As the industry evolved and trading processes changed,
the Committee periodically updated the paper. This latest
version, the Committee’s sixth, revises a 2004 document and
supersedes previous versions.

Rapid Technological Change = Uncertainty

The explosive growth of electronic communication and
electronic commerce has driven the foreign exchange industry
headlong into reassessment. Best practices that appeared
appropriate a few years ago are now being rethought and
reshaped to better fit the electronic age.

In this new environment, access to market making seems
easier, and more organizations are considering initiating
activities in the foreign exchange market. Moreover, although

automation has streamlined many transactions and procedures,
the foreign exchange market may be becoming more, rather
than less, complex. Given these changes, firms are encouraged
to put in place mechanisms for a continued reassessment of
their procedures.

The guidelines presented in this document merit serious
consideration by those who are currently involved in, or seeking
to be involved in, the foreign exchange market. Compliance
with these guidelines should give both firms and individuals
confidence that they are pursuing sound business practices.

Trading

The smooth functioning and integrity of the market are
facilitated by the trust, honesty, and good faith of all
participants, including direct dealers and electronic or voice
brokers.2 This high standard of behavior should extend to all
transactions, including those made through electronic
communication.

Suggestions for Special Trading Practices
and Procedures

OFF-MARKET RATES/HISTORICAL RATE ROLLOVERS

As a general rule, all transactions are executed at current market
rates. At times, however, commercial considerations may dictate
otherwise. In that event, the Committee recommends explicit
controls and specific procedures. Details of these procedures are
provided in a letter published by the Foreign Exchange
Committee.?

As noted in the document, deviation from prevailing market
rates involves accounting, credit, and propriety risks.
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Accommodation of customer requests for off-market transactions
(OMTs) or historical rate rollovers (HRROs) should be selective,
restricted, and well documented, and should not be allowed if the
sole intent is to hide a loss or extend a profit or loss position.
Counterparties should also show that a requested HRRO is matched
by a real commercial flow.

Finally, no contract for OMTs/HRROs should extend for more
than six months from the original settlement date or over a fiscal
year-end unless justified by an exceptional circumstance such as a
delayed shipment.

STOP-LOSS/PROFIT ORDER-PATH-DEPENDENT TRANSACTIONS

Trading institutions’ stop-loss orders involve the purchase or sale of
a fixed amount of currency when and if the exchange rate for that
currency reaches a specified level. These orders may be intended for
execution during the day, overnight, or until finalized or canceled.

Fluctuations in market liquidity, multiple price-discovery
mechanisms, and evolving channels of distribution often obscure
transparency and may complicate the execution of such business. To
avoid disputes, institutions and their counterparties should share a
clear understanding of the basis on which these orders will be
undertaken.* In particular, the price mechanism that will trigger the
execution of any transaction should be clear.

An institution that engages in stop-loss transactions assumes an
obligation to make every reasonable effort to execute the order
quickly at the established price. Management should also make
certain that their dealers and operations departments are equipped
to attend to all aspects of the frequently complex nature of these
orders during periods of peak volume and extreme volatility. These
complexities may include conditional provisions, transaction
notification, and cancellation or forwarding instructions.

STOP LOSS ORDER DEFINITIONS

Stop loss orders typically fall into four classes, although some dealers
may offer products that vary in their structure and complexity. Some
classes are more commonly used than others and dealers do not
typically offer all classifications of stop loss orders.

To varying degrees, each type of stop loss order balances the
protection against the risk of “slippage” (the difference between the
order level and the actual trade price) and the expense of an early exit
from the trade position. While slippage is a function of liquidity at
different price levels, it may be magnified or mitigated depending on
the type of stop loss order used. All of these definitions apply to normal
market amounts under normal market conditions. As always, a
counterparty should ensure that it independently understands the
parameters of normal market conditions that prevail for each currency
market and can effectively recognize risks during abnormal market
conditions.
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Bid/Offer stop

The order is executed when the market bid (offer) price reaches the
level indicated by the bid (offer) stop order. This stop loss order
becomes an “at best” order (executed at the best price available),
which may result in significant slippage in volatile market conditions.

Example: Buy 10 mio Eur at .90xx s/1 BID - When the Euro bid
price is at .90xx, the customer’s order will be filled at the next offer
price. In this example, the order may be filled at a much higher
price than the original order level, depending on the market
liquidity at the time of the trade.

All taken/given next stop

The order is executed when the market is no longer offered (in the
case of a buy stop) or bid (in the case of a sell stop) at the level
indicated by the order. While this stop loss order becomes an “at
best” order, the slippage may be less than a bid/offer stop under
normal liquidity conditions.

Example: Buy 10 mio Eur at .90xx s/1 All Taken Next —When
the Euro trades through all remaining .90xx offers, the customer’s
order will be filled at the next available offer. It is not necessary for
the market to be bid at .90xx.

One touch stop

The order is executed if the order level trades in the market. It is
only necessary for the level to trade once for the stop loss to be
executed. This type of stop loss order may provide additional
protection against slippage. However, it typically does not protect
against the risk that the order may be executed even if the market
price does not trade through the order level.

Example: Buy 10 mio Eur at .90xx s/1 One Touch - If the Euro
trades at .90xx, the customer’s order will be filled at the next offer,
including any remaining .90xx offers. In this example, the order fill
may be closer to the order level than a bid/offer stop or an all
taken/given stop order.

At price stop

The order is typically a “one touch” stop where the dealer will
guarantee, under normal market conditions, that the order fill will
not exceed the level of the order. The customer typically faces the
risk that the order may be executed even if the market price does
not trade through the order level. It should be noted, however, that
“at price stops” are not typically offered by all dealers given their
implied guarantee.

Example: Buy 10 mio Eur at .90xx s/1 At Price - If the Euro
trades at .90xx, the dealer will buy 10mio Euro. The dealer will sell
10 million euros to the client at .90xx regardless of where the
dealer covers the position in the market. In this case the risk of
slippage is born by the executing dealer given that the trade price
may exceed the order level.

NAME SUBSTITUTION OR SWITCHES

In the traditional foreign exchange market, the names of the
institutions placing bids or offers with a broker are not revealed until
a transaction’s size and exchange rate are agreed on.> Even then,
only the counterparties receive this information. If one of the



counterparties is unacceptable to the other, the substitution of a new
counterparty may be agreed on. The procedures for such substitutions
include the following:

m both counterparties receive the name of an acceptable counterparty
within a reasonable amount of time,

m the clearing bank is fully aware of the parties in the trade and the
appropriate credit lines, and

W the clearing bank is operating in accordance with its normal
procedures and limits.

An institution can minimize name substitution requests by
providing a broker with the names of institutions it is willing to deal
with or, alternatively, the names of the institutions it will always
reject. A broker that proposes a transaction on behalf of an institution
not usually regarded as an acceptable counterparty could also make
the potential counterparty aware that the transaction may need to be
referred to management for credit approval (that is, the counterparty
may be “refer-able”).

Name substitutions rarely occur in the brokered forward market.
Participants in this market generally recognize and understand that a
broker’s forward bids and offers, even though firm, cannot result in
an agreed upon trade at matching prices unless it comes within the
internal credit limits of each counterparty. Forward dealers should not
falsely claim a lack of credit to avoid trades or to manipulate prices.
The allocation of counterparty credit lines to automated trading
systems should be sufficient to support an institution’s normal
trading. Manipulation of credit lines to influence prices or
transactions on such systems is unethical.

DEALING WITH UNNAMED COUNTERPARTIES

Trading foreign exchange on an unnamed basis refers to the practice
whereby an investment manager trades on behalf of a client without
revealing its identity to the dealer in order to maintain client
anonymity.5 Such practices constrain a dealer’s ability to assess the
creditworthiness of their counterparties and comply with “know your
customer” and anti-money-laundering rules and regulations. These
conditions expose dealers to clear and significant legal, compliance,
credit, and reputational risks, as well as heighten the risk of fraud. In
addition, such practices pose a risk to the broader financial sector
given the increased risk of fraud.

It is recommended that investment advisors and dealers alike
implement measures to eliminate the practice of trading on an
unnamed basis.” Specifically, investment advisors and foreign
exchange intermediaries should develop a process to disclose client
names to a dealer’s credit, legal, and compliance functions prior to
the execution of foreign exchange trades. In situations where
identifier systems are used to shield client identity, dealers should
establish procedures to ensure the strict confidentiality of the
intermediary’s clients and restrict the disclosure of this information to
the front office except in the event of default. This could include a
confidentiality agreement whereby the dealer agrees that only its
credit, legal, and compliance functions will have access to the client

name. The use of identification codes, or similar identifier systems, has
been achieved in other markets.

Prime Brokerage

In a prime brokerage transaction, an institution acting as prime
broker agrees to intermediate specified eligible transactions between
a client and any one or more approved executing dealers. The
transaction is “given up” to the prime broker, with the result being
one transaction between the dealer and the prime broker and an
offsetting transaction between the prime broker and the designated
party or funds or accounts for which that party executes foreign
exchange trades. As prime brokerage tends to concentrate risks and
responsibilities for risk management, it is critical that parties to prime
brokerage transactions manage those risks effectively. The Committee
recommends specific practices that may mitigate some of the credit,
operational, and reputational risks associated with prime brokerage.®

Electronic Trading

ELECTRONIC TRADING WITH BROKERS

The use of electronic interfaces among the dealer/brokering
community is encouraged as it reduces trading- and operations-
related errors.? To maximize the effectiveness of electronic brokering,
the following best practices are suggested:

W Participants should ensure that the rules of electronic trading
systems are consistent with current market convention or that any
variation from market convention is clearly understood. In any
event, participants should ensure that the rules of the trading
system are very clear.

m Users of electronic trading systems need to act according to
established market conventions and the rules of the system. If there
is any departure from convention, all parties need to indicate their
acceptance at the time a deal is transacted.

®  Management must actively monitor the use of systems to ensure
that staff is properly trained, disputes are identified promptly, and
proper interaction exists with vendors.

W Procedures involving trade disputes should be documented and fully
understood by all parties before any trades are executed.

[ Electronic Communication Networks (ECNs) should take
responsibility for creating and maintaining accurate lists of
prime broker contact information for each institution trading
on their electronic brokerage platform in the name of a prime
broker. The ECNs should put in place an efficient process to
ensure that information related to each institution’s sponsoring
prime brokers is kept reasonably current through reminders
to the relevant prime brokers for updates.

(1 Prime brokers should make every effort to support the ECNs
by providing them with current prime brokerage contact
information on a timely basis. These prime broker contacts
should be appropriately trained personnel readily available
(twenty-four hours a day, six days a week) to adequately
address trade disputes related to their clients" activities.
These prime broker contacts should have appropriate
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resources, including access to other appropriate personnel, and
professional skill to respond to questions and make
determinations, within a reasonable time, about the accuracy
and validity of trades and whether such trades were executed
within prevailing market levels.

W Participants should fully integrate electronic trading systems with
their own internal processing systems to avoid exceeding credit and
other risk limits.

m  Firms should be fully aware of their system capabilities, including
obligations of all offered services and potential liability if they fail to
satisfy their obligations.

ELECTRONIC TRADING WITH CUSTOMERS

The introduction of ECNs and Automated Trading Systems (ATSs)—
extending cyber communication from dealers and brokers to dealers
and their customers—will present new challenges to the entire
industry.

Because trading activity will increasingly be centered on remote
electronic workstations, trading parties may need to take special
precautions concerning passwords and system access. Such measures
would include:

m working with one's counterparties to ensure that individual
passwords are utilized,

W recognizing the importance of guarding individual passwords, and

m guarding the software and hardware of one’s own workstation.
Trading parties will need to have up-to-date virus protection and
must use caution in downloading and accessing external
information.

Twenty-Four-Hour Trading and Off-Site Trading

With foreign exchange trading taking place on a continuous twenty-
four-hour basis, management should be certain that adequate control
procedures are in place for trading that is conducted outside of
normal business hours either at the office or elsewhere.

Management should clearly identify the types of transactions that
may be entered into after the normal close of business and should
ensure that there are adequate support and accounting controls for
such transactions. Management should also identify those
individuals, if any, who are authorized to deal outside the office and
should make their names known to counterparties. In all cases,
confirmations for trades arranged off premises should be sent
promptly to the appropriate staff at the office site.

Twenty-four-hour trading, if not properly controlled, can blur the
distinction between end-of-day and intra-day position risk limits.
Financial institutions involved in twenty-four-hour trading should
establish an unofficial “close of business” for each trading day
against which end-of-day positions are monitored.

Institutions increasingly receive requests to trade from overseas
traders who are operating outside their own normal business hours.
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Management should consider how they want their traders to
respond.

Trading staff should be cautious about entering into a transaction
with a counterparty outside of the counterparty’s normal dealing
hours. Arrangements should be specified and procedures agreed
upon in advance to accommodate the counterparty’s need and to
ensure that the counterparty’s traders are acting within the scope of
their authority.

Mistrades/Disputes'®

MISTRADES

Difficulties may arise when a trader discovers that a broker did not
complete a transaction. Failure to complete a transaction as originally
proposed may occur for a variety of reasons:

W the price was simultaneously canceled,

®m an insufficient amount was presented to cover dealers’ desired
transactions, or

B an unacceptable counterparty name was presented.

DISPUTES

Disputes may arise over misunderstandings or errors by either a trader
or a broker. Whenever a trade is aborted, managers and traders must
recognize that it may be impossible for the broker to find another
counterparty at the original price. Managers should ensure that their
staffs understand that it is inappropriate to force a broker to accept a
transaction in which a counterparty has withdrawn its interest before
the trade could be consummated—a practice known as “stuffing.”

RESOLUTION

Disputes, however, are inevitable, and management should establish
clear policies and procedures for resolution at the senior
management level with a transparent audit trail. For example, in
many markets difference checks are exchanged. Informal dispute
resolution practices that sometimes develop in the market can be
inconsistent with sound business practices. For example, the use of
points is not an appropriate means of trade dispute resolution, and
for some counterparties in some jurisdictions the use of points may
be contrary to regulatory or supervisory guidance.!

Care must be taken that informal dispute resolutions are achieved
through good-faith, arm’s-length negotiation. Differences should
routinely be referred to senior management for resolution, a process
that effectively shifts the dispute from the trading level to the
institution. In addition, maintaining records of trades conducted
through automated dealing systems or executed over the telephone
can aid in resolving disputed transactions.

Traders should not renege on a transaction, claiming credit line
constraints, in an effort to “settle” a personal dispute. Instead, senior
management should be made aware of a problem so that both
counterparties may act to address and solve the issues. In all cases



and at all times, traders should maintain professionalism,
confidentiality, and proper language in telephone and electronic
conversations with traders at other institutions.

RECIPROCITY

Two institutions may agree to provide timely, competitive rate
quotations for marketable amounts on a reciprocal basis. However,
because of changes in channels of distribution, the possibility of
multiple prices in fragmented ECNs, and unpredictable oscillations in
market liquidity, bilateral arrangements should be regularly revisited
by trading room management.

Management should analyze trading activity periodically. Any
unusually large concentration of direct trading with an institution or
intermediary should be reviewed to determine whether the level of
activity is appropriate.

UNINTENTIONAL TRADES

In an electronic brokering environment, unintentional trades may
take place. Management of all trading parties should take steps to
reduce the likelihood of unintentional trades. This can be
accomplished when management assumes a key role in training new
employees to deal with a voice broker or an electronic system.

Sales

Know Your Customer

The concept know your customer is essential to the basic operation of
any financial institution. By fully comprehending and complying with
their institution’s know-your-customer guidelines, staff protect their
institution from liability, including legal, criminal, and reputation risk.

Management should ensure that sales staff have sufficient
knowledge of their customers and of the types of transactions they
are likely to perform, regardless of whether they are dealing by voice,
electronically, or through an intermediary. Specifically:

m Customer information should be reviewed periodically and updated
as necessary.

m Significant book profits or losses, unusual requests, and transactions
or patterns of activity inconsistent with a customer’s profile should
be referred to management or to the legal or compliance
department.

W Suspicious activities should be investigated.

m Salespeople should not assist any customer in structuring financial
transactions that would hamper proper disclosure to governmental
or law enforcement authorities under applicable law.

m Trading management should develop policies to protect the
institution’s premises and systems from being used as a vehicle for
money-laundering activities. Sales staff should be made aware of
“high-risk" geographies and industries for money laundering.

®  Management should be aware of and disseminate information on
new suspicious activities in the market.

Relating to Customers

Confidentiality and customer anonymity are essential to the
operation of a professional foreign exchange market. Market
participants and their customers expect that their interests and
activity will be known only by the other party to the transaction
(including accountants, lawyers, and other advisors on a need-to-
know basis) and an intermediary, if one is used."?

It is inappropriate to disclose, or to request others to disclose,
proprietary information relating to a customer’s involvement in a
transaction except to the extent required by law or upon the request
of the appropriate regulatory body. Any exceptional request should
be referred to management for review.

Sales professionals need to assure themselves of a customer’s
authority to act (capacity), the authority of third parties
(intermediaries) to act for the customer, and the authority of
individuals to act for the customer or third party.

Providing Proper Disclosures to Ensure Good Client
Relationships

It is acceptable for a salesperson to convey economic or market
information, trading parameters, the institution’s views, and personal
views. It is not prudent for a salesperson to provide investment advice
in the context of a dealing relationship unless this service is
specifically contracted for or stipulated in writing. Sales staff should
communicate effectively with clients to ensure that the clients have a
full understanding of their trades. For complicated or structured
transactions, the principal risks should be clearly identified for the
client. It may be advisable to have such transactions set forth in
writing and a summary prepared of the transactions’ principal risks,
possible outcomes, and related cash flow information. Any such
documents should include necessary disclaimers.

Making Sure All Instruments Are Valued Fairly

From time to time, institutions receive customers’ requests for
portfolio valuations or pricing on specific outstanding financial
contracts. It is important that any reported valuations not differ from
what is posted on the institution’s own books. It is the responsibility
of a salesperson to determine whether the customer is requesting
pricing for dealing purposes or for valuation purposes.'* At the same
time, it is advisable to make appropriate disclosures when providing
any information on pricing. Finally, it is recommended that any
valuation be provided only after consultation with both senior
management and the institution’s legal department.

Product Development

New product development needs to be supported by approval and
implementation procedures, including signoffs by legal, tax, audit,
systems, operations, risk management, and accounting departments.
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Disputes

Management should establish clear policies and procedures for
resolution of disputes between salespeople and clients at the senior
management level through the use of a transparent audit trail. Sales
managers should monitor such disputes, and care must be taken to
ensure that informal dispute resolutions are achieved through good
faith and arm’s-length negotiation. Differences should routinely be
referred to senior management for resolution. Furthermore,
commercial practices and products should be defined, taking into
account the protection of client as well as firm interests.

Operations

Best Practices for Operations

Failure to adequately manage any type of operational risk—whether
it is sophisticated or elementary—can have the same impact: it can
alter an institution’s profit or loss, cause an incorrect reading of the
institution’s trading positions, and raise credit risk for the institution
and its counterparty. The Foreign Exchange Committee has published
three papers that are essential reading on this topic—two that offer
best practices for operations management' and a third specifying
operational procedures for collateralized transactions.'®

These papers recommend specific measures, including ensuring a
separation of duties between operations and trading, confirming
trades in a timely manner, and understanding the extent to which
counterparties are responsible for electronic problems and
disruptions.

Procedures
Guidelines applying to the work of the support staff include the
following:

W details of each trading transaction should be accurately recorded,
W payment instructions should be correctly exchanged and executed,
m timely information should be provided to management and traders,

® underlying results of transactions should be properly evaluated and
accounts quickly reconciled, and

W open issues and discrepancies should be resolved in a timely
manner.

Time-consuming and costly reconciliation of disputed or
improperly executed transactions mars the efficiency of the market,
hurts profitability, and can impair the willingness of others to trade
with the offending institution.

Management must be aware of its responsibility to create an
operating staff adequate to support the scope of the trading desk’s
activity in the market. In addition, management should ensure that
trading is commensurate with available back-office support.

It is also essential that management and staff of the back office be
sufficiently independent from the traders and trading management in
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terms of organizational reporting lines. Finally, the incentive and
compensation plans for back-office personnel should not be directly
related to the financial performance of the trading units.

Customer Block Trades

Investment advisors frequently bundle trades together for several
clients (particularly in the case of mutual funds), later advising the
institution with whom they are trading of the allocation among
various clients (or funds). It is suggested that such allocations be
done on a timely basis. It is also recommended that management
adopt policies requiring that all transactions be allocated within some
minimum period of time (for example, by the end of the business
day). The credit department should be involved in any exceptions to
this policy."”

Deal Confirmations

It is prudent for institutions to have confirmations as evidence of their
foreign exchange transactions. A broad array of methods exists for
confirming transactions including, but not limited to, telephone,
written, and electronic means. Each institution should select the
confirmation method most appropriate to it as well as manage the
associated risks. The use of Master Confirmation Agreements or
bilateral agreements with counterparties may assist firms in
establishing legal comfort over agreement on trade terms.

Trades with clients, counterparties, or intermediaries, whether
spot, forward, or derivative transactions, should be confirmed as soon
as possible after the terms of the trade are agreed. Prompt and
efficient confirmation procedures are a deterrent to unauthorized
dealing. In addition, the sooner a trade problem is identified, the
easier and often less expensive it is to resolve. It is recommended that
institutions establish escalation procedures to resolve unconfirmed
transactions.'®

Netting'"?

There are three primary forms of netting: close-out; novation; and
payment, or settlement, netting. Close-out occurs following some
predefined event such as a default and is intended to reduce
exposures on open contracts if one party meets certain conditions
specified by the contract before the settlement date. Netting by
novation agreements provide for individual forward-value contractual
commitments to be discharged at the time of their confirmation and
replaced by new obligations forming part of a single agreement.
Payment, or settlement, netting involves settling payments due on
the same date and in the same currency on a net basis.

It is in the dealer's best interest to institute netting only through
the use of legally enforceable documents.?° Dealers may also want to
provide for closeout netting in their netting agreements to reduce
additional market risk in the event of default.

More detail on payment and close-out netting is available in
Managing Operational Risk in Collateralized Foreign Exchange.



Transaction Cancellations and Amendments

Proper control should be maintained over the processing of
amendments and cancellations. Duties associated with the initiation
of amendments and cancellations should be clearly segregated from
those associated with the processing of amendments and
cancellations. Exception reporting on amendments and cancellations
is another important control mechanism.?!

Third-Party Payments

Third-party payments—the transfer of funds in settlement of a
foreign exchange transaction to the account of an institution or
corporation other than that of the counterparty to the
transaction—raise important issues that need to be closely
considered by any organization. The risk involved in ensuring
payment to a third, unrelated party can be significant.

Before customers are accommodated with third-party payments,
management should have clear policies and procedures concerning
the appropriateness of honoring these requests.

Third-party payments are historically more likely to be subject to
question than routine trades. The trade could mask fraud by a current
or former employee of the counterparty who is diverting payment to
a personal account. A misinterpretation of the payment instructions
could also occur; in that event, funds transferred to an erroneous
beneficiary may be difficult to recover. In many cases, the ability to
recover the funds will depend upon the outcome of legal proceedings
or regulation.

Many institutions establish special controls for this type of
transaction as a matter of policy. The controls include various
measures to verify third-party payments. An institution's compliance
department can play an important role in monitoring and ensuring
that procedures associated with third-party payments are followed.

Control Functions

Market evolution, increased product sophistication, and technological
advances have combined to make financial crimes more complex. The
legal, regulatory, and reputation-related risks encountered by
individuals and institutions active in financial markets have grown,
and infractions are more difficult to detect. Awareness, training, and
enhanced due diligence are management responsibilities that can
help mitigate such risks.

Best Practices for Risk Management

Specific divisions or functions within a financial institution can
implement a number of practices to limit and control risk. Some
examples of specific best practices follow:

In accounting

Adherence to company-approved accounting policies and standards
for all products; periodic independent reviews by internal auditors;
daily oversight by an independent risk management unit; annual
review by external auditors; annual or more frequent examinations
by the regulators.

In trading

Segregation of trading room and back-office functions for deal
processing, accounting, and settlement; independent verification of
revaluation rates and yield curves used for risk management and
accounting purposes; independent daily reporting of risk positions
and trader profit/loss to senior management; well-documented and
appropriately approved operating procedures.

In personnel

Provision of sufficient human resources and systems support to
ensure that deal processing and risk reporting remain timely and
accurately documented and supported.

Audit and Audit Trails

A firm’'s risk management controls should be subject to routine
reviews by the firm’s internal auditors. Such reviews serve as external
evaluations of compliance with a firm’s internal controls.

Management should ensure that procedures are in place to
provide a clear and fully documented audit trail of all foreign
exchange transactions and should make every effort to automate the
process fully. The audit trail should provide information about the
counterparty, currencies, amount, price, trade date, and value of each
transaction.

Such information should be captured in the institution's records
as soon as possible after the trade is completed and should be in a
format that can be readily reviewed by the institution's management
and by internal and external auditors. Documentation procedures
should be adequate to inform management of trading activities and
to facilitate detection of any lack of compliance with policy directives.

Technological innovations in trading and execution systems have
enhanced data capture and allowed for the creation of more precise
audit records. Most electronic dealing systems independently
generate trade data that serve as an effective audit trail. Trades
executed through automated dealing systems provide better
verification than trades executed over the telephone.

An accurate audit trail significantly improves accountability and
documentation and reduces instances of questionable transactions
that remain undetected or improperly recorded. Management may
therefore wish to take into consideration its audit trail procedures
when considering trading room configuration and mechanics for
dealing with counterparties.

Legal and Compliance

The legal and compliance departments support trading practices and
procedures by identifying laws and regulations that apply to the
foreign exchange business. Trading departments should familiarize
themselves with the legal and compliance functions. Management
should encourage fluid interaction between these two divisions.
Specifically, a compliance department may support an institution by:

W ensuring that programs conforming to applicable laws, rules, and
obligations are implemented. Such support may include
documenting and circulating appropriate policies and procedures
and providing training to employees.

Guidelines for Foreign Exchange Trading Activities
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W observing operations, alerting management and trading staff to
gaps in compliance, and providing leadership in addressing specific
gaps and other compliance issues.

Risk Management

The goal of risk management is to ensure that an institution's trading,
positioning, sales, credit extension, and operational activities do not
expose the institution to excessive losses. The primary components of
sound risk management include:

W a comprehensive risk measurement strategy for the entire
organization,

m  detailed internal policies on risk taking,
m strong information systems for managing and reporting risks, and

W a clear indication of the individuals or groups responsible for
assessing and managing risk within individual departments.

Risk management methodologies vary in complexity; the rule of
thumb is that the sophistication of a risk management method should
be commensurate with the level of risk undertaken by the institution.
The qualitative and quantitative assumptions implicit in an institution’s
risk management system should be revisited periodically. While systems
and reports are elements of risk control, effective communication and
awareness are just as vital in a risk management program.

Other important elements of a risk management program include:
an independent valuation-model testing and approval process;
independent approval and monitoring of customer credit limits and
market risk position limits; exception reporting and independent
approval of limit excesses; and use of credit-related industry
agreements, such as the Cross-Product Master Agreement. Variations
from expected revenue plans should also be evaluated periodically
within the context of risk limits that the institution has in place.

TYPES OF RISK WITH FOREIGN EXCHANGE TRANSACTIONS
Institutions and staff should be aware of the various types of risk
exposure in foreign exchange transactions:

Market risk refers to adverse changes in financial markets. It can
include exchange rate risk, interest rate risk, basis risk, and
correlation risk.

Credit risk occurs with counterparty default and may include
delivery risk and sovereign risk.

Settlement risk?? is specifically defined as the capital at risk
from the time an institution meets its obligation under a contract
(through the advance of funds or securities) until the counterparty
fulfills its side of the transaction.

Liquidity risk refers to the possibility that a reduction in trading
activity will leave a firm unable to liquidate, fund, or offset a
position at or near the market value of the asset.

Operational/technology risk emanates from inadequate
systems and controls, human error, or management failure. Such risk
can involve problems of processing, product pricing, and valuation.
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Legal risk relates to the legal and regulatory aspects of financial
transactions or to problems involving suitability, appropriateness,
and compliance.

Reputational risk relates to the current and prospective impact
on earnings and capital attributable to negative public opinion of
an institution’s p